Setting up the Wireless network connection
(Intel cards)

There are four accounts that can be used on these laptops; they are Boelocal, EdTech, Teacher
and Student. This procedure will have to be done in all four; it will not automatically carry over
between computer profiles.

1. Log in into the laptop, in this document we are using the Student profile
2. Right click on the “fan” symbol in the system tray
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3. Select Open Intel PROSet/Wireless

COpen Intel Wireless Troubleshooter

Connect to Profile
Use Windows to manage Wi-Fi




4. Click on Profiles

& Intel(R) PROSet/Wireless
Eile Tools Advanced Profiles Help

Authentication process to connect to the
network has been started.

Wirelegs Metworks [3)

TR W irclcss g
llll. 2 48
ZWIRE917 g
llﬂﬂ &) This network has security enabled
1 public g
llll. &
Discomnect | | Fropgties... Refresh

To manage profiles of previously connected wireless networks, click _
the: Profiles button, =

5. IF you are having wireless connectivity issues, highlight Wireless and then click on Remove

Profiles E|

J Once you connect to a network, it iz saved ag a profile. When you are not
y connected, Intel PROSetWirelgss tries to automatically connect in the order
specified in this list.

Prafile Name MNetwork Name

Wireless

4
O

[cmes | (20 ] [Fome | [Frootes. ]

Export/import
Export the selected profile: Export...

Import external profiles to your profile list:

Help? Close




6. When prompted Do you want to continue? Click on Yes, twice

Intel(R) PROSet/Wireless X

$ Selected profiles will be permanently removed. Do you want to continue?
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7. Click on the Add button

/ Onece yvou connect to a network, it is 2aved as a profile. When you are not
Q/ connected, Intel PROSet\Wirelezs tries to automatically connect in the order
zpecified in thiz lizt.

Profile Mame Metwork Mame

1
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| | [(me ] | | l

Export/import

g Export the selected profile: :]
Import external profiles to vour profile list:




8. For the Student profile, enter the following information, then go to step 10:

a.

Profile Wireless

SSID Wireless (Note, this is case sensitive)
Operating Mode Network (Infrastructure)

Network Authentication 802.1x

Click on Next

Wireless Profile Properties - Wireless

@ Profile Name: Wireless
&4 General Settings
g Security Settings

General Seftings

Profile Name:

Wireless Network Name (SSID): | Wireless

The Profile Name iz vour name for the network. Example: Home or
Office. The Wireless Network Name (S5ID) iz a unigue identifier that
differentiatez one wireless network from another.

Operating Mode:

i Network (Infrastructure) - Connect to wireless networks andlor
the Internet.

" Device to Device (ad hoc) - Connect directly to other computers.
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Enterprise Security Enable (check radio button)
Network Authentication Open

Data Encryption WEP

Enable 802.1x Enable (add check mark)
Authentication Type EAP-FAST

Disable EAP-FAST Enhancement | Enable (add check mark)-

Click on Select server...

Create Wireless Profile

ﬁ Profile Name: Wirelezs

R e———— Security Seftings

.3 Security Settings
EAP-FAST Provizgionini  © Personal Security {* Enterprize 5ecuriby
EAP-FAST Additional I
EAP-FAST Server M etwiork, Authentication: | Open

Drata Encryption: |'w'EF' LI_

- ¥ Enable 802 1%
Authentication Type: |E.-'l'-.F'-F.-’-'-.ST ﬂ Cisco Options...

Step 1 of 3: EAP-FAST Provizioning
[v Dizable EAP-FAST Enhancements [CCxvd)
Provigioning of Protected Access Credentials [PAC)
=

Default server: Mone zelected. Select senver

<

Help? << Back l[ Mest =2 l[ l[ Cancel




Select EAPMaster then click on OK

Protected Access Credentials (PAC)

Select an existing PAC [this will be vour default zerer]:

Authority 1D | Initiator D

| Type |

ztudent

Import l [ Remove

Help? 0K || Cancel

Click on Next

Create Wireless Profile

Profile Name: Wireless - -
a @ General Settings SECU”‘Y Seulngs
g Security Settings
EAP-FAST Provizionit & Personal Security
EAP-FAST Additional b

EAP-FAST Server Metwork Authentication: |Dpen ﬂ

* Enterprize Security

Diata Encryption: |WEF' j
[¢ Enable 3021

Authentication Type: |EAP-F.-’.\ST j Cisco Options. ..

Step 1 af 3: EAPFAST Pravizioning
¥ Dizable EAP-FAST Enhancements [COxw4)
Prawizioning of Protected Access Credentials [PALC]
W Allow unauthenticated provisioning

Default zerver EAPMazter
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|| cancel
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Select Use the following

User Name Student
Domain BBOE
Password student
Confirm password student

Click on Next, go to step 10

Create Wireless Profile

6 Profile Name: Wireless . .
L p———— Security Seftings
g Security Settings
EAP-FAST Provizioniit  Personal Securiby {* Enterprize Security
EAP-FAST Additional I
EAP-FAST Server Metwark Authentication: | Open j
Data Encryption: |'w'EF' j
[+ Enable 202.1x
Authentication Type: |E.-‘-‘-.F'-F.-‘-‘-.ST ﬂ Cisco Options. ..
Step 2 of 3: EAP-FAST Additional Information
|Jzer Credentialz: |Llse the: following il
User Mame: |Student _
Domair: [BB0E _
Password: s _
Confirm Pazzward; | “““““““ _
< -
Help? << Back l [ Mest =2 l [ l [ Cancel




9. For the BoeLocal, EdTech and Teacher profiles, enter the following information

| User Credentials | Prompt each time | connect \

Create Wireless Profile

5 Profile Name: Wireless . .
ﬂ General Settings SECUI’IW SE“IHQE
Q Security Settings

EAP-FAST Provizionini 7 Personal Securiby

{* Enterprize Security
EAP-FAST Additional l

EAP-FAST Server M etwark Authentication: | Open j
Data Encryption: |'w'EF' j
Iv Enable 8021
Authentication Type: |E.-'1'«F'-F.-'1'«ST j Cigco Optiong...

Step 2 of 3: EAP-FAST Additional Information

|Jzer Credentials:
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10. Click on OK

Create Wireless Profile

§ Profile Name: Wireless . :
&4 General Settings SECUI’Ity Seﬂlngs

g Security Settings
EAP-FAST Provisionini Personal Security
EAP-FAST Additicnal

EAP-FAST Server Metwork Authentication: | Open j

¥ Enterprise Security

Data Encryption: |\N'EF' ﬂ
[V Enable 8021

Authentication Type: |EAF'-F.6«ST j Cisco Options...

Step 3of 3: EAP-FAST Server

Server verification iz not required.
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11. Click on Close



Profiles

¢ Once you connect to a network, it iz 2aved az a profile. When you are not
r connected, Intel PROSet\Wireless tries to automatically connect in the order
zpecified in thie list.

Profile Name Network Name
B wisless Wirsless

]
g

| | [ ] | l l

Export/import

g Export the selected profie: :‘
Import external profiles to yvour profile list:

X)




12. If/When you get a PAC prompt, select Yes

PAC (Protected Access Credentials) Provisioning

A new PAC has been provizioned by the server pou are trving to authenticate o, You
have to accept this PAC in arder to establizh a connection to the wireless network.

Prafile: Wireless
Avthority 1D: EAP azter
lzzued ta: Student

Do you want b accept this PACY

Yes || Mo

13. Test as follows: Reboot the laptop and login
a. Note: There are four accounts that can be used on these laptops; they are Boelocal,
EdTech, Teacher and Student. This procedure will have to be done in all profiles
EXCEPT the Student. Students will automatically connect under a more restrictive
policy.
14. In this example we will be logging in as teacher

Log On to Windows

Copyright & 19852001
Microenft Comporation

Lser name: | teacher |

Password: | e |

[ Ok ] [ Zancel J [ Options == ]




15. Once in you should get prompted with a Connecting to Wireless prompt
a. The user should login with the same credentials as when they check their e-mail
b. In this example we will use John Smith

Connecting to Wireless ...

Mo credentialz are saved for this profile. Please enter your credentials below
to authenticate with the network.

ge the following user name and password:

User Name: |J5mith
Lomain: |BBDE
Password: | ******

[v Al aukomatic provizioning of Protected Access Credentials [PAC)

Help?

16. If/When you get a PAC prompt, select Yes

PAC (Protected Access Credentials) Provisioning

& new PAC has been provizioned by the server pou are trving to authenticate to, You
hawve to accept this PAC in order to establizh a connection to the wireless netwark.

Prafile: Wireless
Authority 1D: EAPH azter
lzzued tao: Student

Do you want o accept thiz PAC?

Yes || Mo

17. You should now be able to access your resources.



